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A quantitative, model-based approach to the safety verification problem for general
processing systems operating in the discrete time domain is presented. It is recognized
that the operation of most of these systems involves both discrete and continuous char-
acteristics. Therefore, an appropriate modeling framework is proposed, within which
models of purely discrete, purely continuous and hybrid systems of arbitrary complexity
can be constructed consistently. The models developed can then be incorporated into a
safety verification formulation, which allows the identification of potential hazards that
may occur while operating such systems, together with the combinations of events that
lead to them. Apart from the dynamic process model, the data required for carrying out
the analysis include the space of possible disturbances and the set of operating regimes
that are considered to be unsafe or undesirable from the operability point of view. The
formulation results in a mixed-integer optimization problem. A number of simple exam-
ple problems presented illustrate the main ideas of the proposed technique, and the

solution of an industrial-scale case study demonstrates its applicability.

Introduction

The problem of ensuring the safety of chemical processes
is usually addressed in three steps:

1. Hazard ldentification. The process is examined to de-
termine if there is any combination of events that can lead to
a dangerous situation or compromise normal operation.

2. Hazard Evaluation. Each of the identified hazards is
examined in detail to determine the probability of its occur-
rence and to quantify its likely consequences on the process
and its surroundings in general.

3. Hazard Limitation. 1If the risk is considered unaccept-
able, action is taken in order to reduce the probability of the
hazard occurring and/or to limit its consequences.

The first step in this procedure is clearly critical. In order
to evaluate a hazard and find ways of avoiding it, it has to be
identified in the first place. Unfortunately, there have been
situations where a hazard was not identified until after the
occurrence of an accident (Kletz, 1985). Therefore, the iden-
tification methodology should be thorough enough not to
overlook any possible dangers, no matter how improbable they
might appear to be.
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For many years, engineers have relied on qualitative tech-
niques for identifying potential process hazards (Crowl and
Louvar, 1990). Checklists are often used for this purpose. The
designer or operator consults a list of potential problems and
examines the affected areas in the process, making any nec-
essary modifications to eliminate dangers. Checklists are sat-
isfactory when there is little or no innovation in the process
and the hazards have been met before. However, they are of
little use when the design is new and no prior experience on
it exists. Additionally, they are usually difficult to construct
from scratch and may encourage a narrow-minded approach
according to which any items that are not on the list are not
examined at all.

A more creative approach is followed during a hazards and
operability study (HAZOP) (Kletz, 1992). Here, a study is un-
dertaken by a group of people who are directly involved in
the design, construction, operation, and maintenance of the
process under examination. A number of “guide words” (e.g.,
NONE, MORE OF, LESS OF, etc.) are applied systemati-
cally to each connecting pipeline and piece of equipment in
the process flow diagram, considering possible deviations
from normal operating conditions (e.g., MORE temperature,
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LESS pressure, etc.). All causes and consequences of such
deviations are identified and measures are taken to prevent
possible problems. HAZOPs represent a systematic way of
addressing the problem of hazard identification and have
been used with success in the process industries for some
time. There has also been interest concerning the automation
of the method, mostly using knowledge-based expert systems
(Venkatasubramanian and Vaidhyanathan, 1994). However,
the nature of the method is still inherently qualitative and
much expertise on the process under investigation is re-
quired. Furthermore, the complete application of the proce-
dure may be problematic for large processes and tends to be
used only for very hazardous operations involving larger units.
Finally, this technique has been criticized for “goldplating”
chemical installations (i.e., resulting in the installation of a
complicated network of protective equipment designed to
avoid very unlikely hazards), especially when not used in
combination with a rigorous hazard evaluation method (Crowl
and Louvar, 1990; Kletz, 1992).

Other methods, such as hazard surveys, safety reviews, and
safety audits have also been applied to the problem of hazard
identification. In general, all of these techniques are based
on engineering judgment and intuition, and require a sub-
stantial degree of expertise on the specific process examined.
They are easy to understand and follow, and usually succeed
in identifying the most obvious hazards. They are also appro-
priate when no detailed model of the process under investi-
gation exists or existing models are highly uncertain. Their
main disadvantage is that they rely on a qualitative model for
the system under examination and thus fail to quantify the
identified hazards. Moreover, for processes with many units,
it is very difficult to track down the consequences of an event
as it propagates throughout the process. This is very serious
because an initiating event might appear of little interest in
itself and still have severe consequences at other stages of
the process. Finally, the methods just described very often
fail to provide direct indications as to what modifications
should be made in order to make the process safer. This is
left for the engineers to decide using their knowledge on sim-
ilar processes and safety in general.

Dynamic process simulation, both qualitative (Waters and
Ponton, 1989; Catino and Ungar, 1995) and quantitative (Park
and Barton, 1994), has also been used to investigate the per-
formance of chemical processes with respect to safety. Typi-
cally, a number of simulations are performed for a set of
—what are usually perceived as “worst-case”—test inputs. If
the behavior of the system satisfies the safety specifications,
the designer can have some confidence that the system is safe
or error-free. However, exhaustive examination of all possi-
ble inputs is rarely feasible and thus, although simulations
are helpful, they cannot be used as a rigorous safety verifica-
tion tool.

Formal verification methods have been extensively studied
by researchers in the field of computer science. A number of
modeling frameworks and analysis methods have been pro-
posed to aid in the verification of safety-critical computer
software and hardware. Due to the inherently discrete nature
of these systems, early attempts in this area have concen-
trated on purely discrete systems (Cassandras, 1993).

Some of these discrete analysis methods have been applied
to chemical processing systems. Moon et al. (1992) proposed
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a verification procedure for discrete event dynamic systems
(DEDS). They use a finite state machine (FSM) representa-
tion to model DEDS, temporal logic statements to represent
specifications imposed on their operation, and the model
checking verification (MCV) method of Clarke et al. (1986)
to test if given relationships between the model and the spec-
ifications hold. The method has been successfully applied to
the verification of programmable logic controllers (PLC)
(Moon, 1992) and control procedures for batch plants (Moon
and Macchietto, 1994). Its application to chemical processes
with continuous characteristics has also been reported (Moon,
1992; Probst and Powers, 1994). In the latter case, the contin-
uous variables are discretized in order to construct the FSM
representation, and thus the number of system states in-
creases significantly, making the subsequent analysis compu-
tationally intensive.

However, even if the automated control system is purely
discrete, the continuous time element and the continuous
characteristics of the underlying process give rise to hybrid
behavior. Moreover, modern control systems frequently ex-
hibit inherent hybrid characteristics (e.g., multimode continu-
ous controllers, etc.). This motivated the development of
modeling frameworks (e.g., timed automata, timed Petri nets,
hybrid automata, etc.) and verification methods for hybrid
systems (Grossman and Nerode, 1993).

Among these, the hybrid automata modeling framework
(Alur et al., 1993; Nicollin et al., 1993; Alur et al., 1995) is
both the most recent and the most general. A hybrid automa-
ton (HA) is essentially an FSM where each state is character-
ized additionally by a set of variables and a set of equations
describing the system when in that state. Transitions between
states are triggered either by actions or when certain invari-
ant conditions associated with each state are satisfied. Each
transition is labeled with a guarded command to be executed
when the transition takes place. The verification problem for
HA is treated as a reachability problem and is solved by com-
puting the forward and backward reachable regions of the
automaton through an iterative semidecision procedure. Al-
though the modeling framework can, in principle, be general-
ized to include nonlinear systems, the same is not true for the
verification method. Furthermore, even for linear systems, no
theoretical guarantee can be given that the verification algo-
rithm will terminate and, more importantly, the state explo-
sion problem encountered in finite-state based methods reoc-
curs in the form of computationally expensive infinite state
space searches.

The objective of this article is to describe a quantitative,
model-based approach to the safety verification problem for
general processing systems operating in the discrete time do-
main. It is recognized that the operation of most of these
systems involves both discrete and continuous characteristics
and an appropriate modeling framework is proposed to de-
scribe it. The system representation used closely resembles
an HA and can be readily transformed into a discrete/con-
tinuous mathematical model for systems of arbitrary com-
plexity. The models developed can then be used for the pur-
poses of safety verification, which is posed as a mixed-integer
optimization problem.

We begin by describing the mixed discrete/continuous
modeling framework and showing how it can be used to con-
struct mathematical models of purely discrete, purely contin-
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uous, and hybrid processing systems in a consistent way. Then,
the basic concepts on which our approach to safety verifica-
tion is based are introduced and the problem is formulated
as a mixed-integer optimization problem. The use of the pro-
posed techniques is illustrated using a number of example
problems as well as a larger-scale industrial case study taken
from the literature. We conclude with some remarks on the
applicability and limitations of this work.

Modeling of Processing Systems in the Discrete
Time Domain

The operation of most processing systems exhibits both
continuous and significant discrete characteristics, the latter
typically arising both from discontinuities in the physical be-
havior of the process (e.g., phase transitions and irregulari-
ties in the system geometry) and/or from discrete external
actions imposed on the process (e.g., batch operations and
digital control). Therefore, any model-based method aimed
at the design and/or analysis of such systems has to make use
of models that can capture this hybrid nature in a consistent
way.

Recently, Barton and Pantelides (1994) proposed a general
modeling framework for discrete/continuous processing sys-
tems operating in the continuous time domain. In the present
article, this framework is modified to describe processes op-
erating in the discrete time domain, and extended to support
the development of model-based applications other than de-
tailed dynamic simulation. As will be seen later, safety verifi-
cation can be viewed as one such application.

A mathematical mode! used to describe a dynamic system
comprises a set of describing variables and a set of equations
that relate these variables. At any given time, ¢, the composi-
tion of these two sets will characterize the current state of
the system model. Many models have a unique state, that is,
the composition of the variable and equation sets remains
unchanged throughout the operation of the system. On the
other hand, discontinuities in the behavior of a system will, in
general, result in changes to either or both of these sets, giv-
ing rise to different states for the corresponding model. A
transition from one state to another is triggered by logical
conditions involving the variables that describe the system in
the former state.

For example, consider the storage tank depicted in Figure
la. The dynamic mass balance equation that describes the
behavior of this system can be written in a discrete time do-
main as follows:

ll/r + Flin . F’out, if Vt + Ftin _Ftout> 0
V,, = .
! | 0. if V,+ F" — F*"t <.

The discontinuity in the system behavior is caused by the fact
that the volume of liquid in the tank is a nonnegative quan-
tity and results in two different states for the model, as shown
in Figure 1b. In this case, the same set of variables describes
both states, but the corresponding sets of equations differ.

States and transitions

To formalize the preceding ideas, consider a dynamic sys-
tem operating in a discrete time domain ¢t =0 ... JC, where
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Vt+Ftin—FtWtSO

T =Vt FP o> W=D

Vi_{_Ftin — Ftout >0
(b)

Figure 1. Storage tank: (a) system; (b) modeling repre-
sentation.

J is the time horizon considered. At any given time, ¢, the
system is subject to external inputs u#, € U, while a set of
output variables z, convey information about the system to
its environment (see Figure 2). Both «, and z, may be either
continuous or discrete valued or a combination thereof.,

State Characterization. The system can exist in one of a
finite number of distinct states. Each of the states, s€ §, is
characterized by:

1. A set of continuous variables x*> € X and y) €
Y ), that are used to describe the system when it is in that
state.

2. A set of equations

SO, 29,y u,)=0 ¢))

that determine the behavior of the system when it is in state
s. It is assumed that f¢)(-)=0 determine unique values of
x{$); and y' for any given values x{*) € X ) and u, € U.

3. A (possibly empty) set of transitions to other states, J,.

Transition Characterization. Each of the transitions com-
prises:

1. An initial state, s.

2. A final state, s’

3. A logical condition, involving the describing variables in
s, that must be satisfied for the transition to occur.

4. A set of relationships

1ED (2D, y0, 20, 30, u,) = 0 @

w=> 5

Figure 2. System states, transitions, and describing
variables.
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Figure 3. Tree representation for logical conditions.

that allow the condition of the system in state s at time ¢ + 1
to be determined from the condition of the system in state s
at time t. More specifically, it is assumed that the system of
equations ¢ (x5, x40, y80, u,, ) =0 and I(-)=0
determine unique values for x5, x&) and y} for any set
of values of x0 € X®), yOe Y& u, €U, and u,,, € U.

Representation of General Logical Conditions. 'We note that
the logical condition associated with a given transition s — s’
can be of arbitrary complexity. For the purposes of the math-
ematical formulation presented in the next section, we need
a formal definition of any such condition. In particular, we
choose to describe each logical condition in terms of a tree,
each node of which has at most two descendants; an example
of such a tree is shown in Figure 3. The set of leaf nodes (i.e.,
those with no descendants) of the tree associated with the
transition s — s’ are denoted by LF®*?, Each node k € LF¢*)
is characterized by an algebraic expression

IE9(x, 99, u), ke LFS,

The node is considered to have a value TRUE if

£, 5, u,) <0,

otherwise it is FALSE.

Each of the nonleaf nodes of the tree is characterized by a
logical operator. In particular, we denote the set of nonleaf
nodes described by the binary disjunctive (OR) and conjunc-
tive (AND) operators by DJ***? and CJ¢*", The left and right
descendent nodes of such a binary node, k, are denoted as
left(k) and right(k), respectively. Finally, the set of nonleaf
nodes described by the unary negation operator (NOT) is de-
noted by NG©*7; the descendant node of a node k € NG
is denoted by desc(k).

The value of a nonleaf node is obtained by applying its
logical operator to the value(s) of its descendent(s). The value
of the logical expression described by the entire tree is simply
the value of the root node.

As an illustration, consider the example shown in Figure 3
describing the logical condition associated with a transition
from state 1 to state 2 in a given model. It can be verified
that the tree corresponds to the logical expression

NOT [(x{V < 5) AND (u, = 3)] OR (x{V = 10).
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The various sets of nodes just defined are as follows:

LF={456)}, DIW={(1), CJ2={3},

NG ={2}.

The value of the three leaf nodes is associated with the ele-
mentary logical expressions:

IP=xM-5<0
Uy =3_
§9=3-u,<0

=10-xP<o0.

The structure of the tree is expressed in terms of the de-
scendent relations:

left(1) = 2; right(1) = 6; desc(2) = 3; left(3) = 4; right(3) = 5.

System model

Given the preceding representation for a system, we pro-
ceed to construct a discrete /continuous mathematical model
that expresses its behavior in terms of algebraic equality and
inequality constraints. The example shown in Figure 4 will be
used throughout the rest of this section to illustrate better
this procedure. This describes a hybrid system operating in
three distinct states (s =1, 2, 3) subject to a single external
input u,. The equations describing the system behavior in
each state are shown in the corresponding node in Figure 4.
The information shown against each transition s — s’ is in
the form:

Logical condition triggering transition
I6H()=0.

For instance, the transition from state 1 to state 2 is triggered
at time ¢ if:

NOT [(x{" < 5) AND (u, = 3)] OR (x{V > 10).

In such a case, the system finds itself in state 2 at time ¢ +1,

with the value of the variable x{?| equal to the value x(V. It

can be verified that this information, together with the equa-

}NOT ((=fY < 5) AND (g > 3)) OR (" > 10)

2
o - ol =0

STATE 2

2t = + 52 41

W =3u -5

StaTE 3

N

9 o

Figure 4. Example hybrid system.
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tions describing the system behavior in state 2 and the value
of the external input u,, , also allow the variable values y&,
and x{?, to be determined uniquely.

For the purposes of the mathematical formulation pre-
sented in this section, we assume that the domains U, X,
Y se § are finite, and that the functions f(-), s€ §,
I(-), s€ 8,(s,8") €3, and /() k, s € 8,(s,5)E ],
are bounded.

Key Variables. To characterize the state of the system and
the transitions occurring at any time ¢ within the time hori-
zon, the following key sets of binary variables are defined:

X = 1, if the system is in state s at time ¢,
10, otherwise, Vs, t
1, if the logical condition corresponding
to the transition from state s to state s’
L, = is true at time ¢,
0, otherwise,
1, if a transition from state s to state s’
- takes place at time f,
Ly, =

0, otherwise,

Other auxiliary variables will be introduced where necessary.
System State Characterization. The state of the system at
any time is uniquely defined:

Y x,=1, t=0...3C. 3

se€ S

For the system shown in Figure 4, this constraint is written as
follows:

X, + Xy +X5=1, t=0...3C.

System Behavior. When the system is in state s, the corre-
sponding set of describing equations, 1, must hold, that is,
FE(+)=0. This can be written mathematically as

S}S)(l_ XA'I) S f(S)(xs‘:')l’ x$S)’ y}s), uf)

<uP(1-X,), Vse8,t=0..3-1, 4

where £ and UfPare suitable lower and upper bounds on
SE(+). We note that if X, =1, then the preceding expres-
sion reduces to f¢X:)=0, while it is nonconstraining if
X, =0.

For instance, for the second state in the example system,
Eq. 4 yields the following constraints:

L1 - X,,) <x@ = (x@ +5yPx? +1)

suPU-X,), t=0..3-1
LP-X,)<y?-Cu, -5 <uPU-X,),
t=0..3-1

AIChE Journal
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The values of the constants £, U have to be selected so
that the constraints

£ < xR, - (P +5yPxP + D <UP, =0..3-1

LP<y?P-CBu,-5)<uP, +t=0...3%-1

cannot be violated for any admissible set of values for x{?,
@, y@, and u,. (Note that it is not necessary to use the
same £ and UL constants for all equations in a given
state. In fact, there are computational advantages in using

Vs, (s,s') €3, ¢t

Vs, (s,s') €3, t.

the tightest values (i.e., largest ££” and smallest US") con-
sistent with each equation.)

State Transitions. The transition s — s’ actually takes place
if and only if the system is in state s at time ¢ and the logical
condition corresponding to the transition from s to s’ is true.
This can be written mathematically as:

Lss’t < Lss’t’

Vse 8,(s,5)€3, t=0... X -1 (5

Ly, <X,

ss't =

Vse 8,(5,5)€3,t=0... -1 (6)

L, >L,+X,—1,

ss't =

Vse 8,(s,8')EJ,,
t=0..3~1. (D

It can be seen that Eqs. 5 and 6 ensure that L, will be zero
(i.e., the transition s — s will not take place at time ) if
either L, or X,, are zero (i.e., if the corresponding logical
condition is not satisfied or the system is not in that state).
On the other hand, if both L, and X, are one, then Eq. 7
ensures that L, , =1 (i.c., the transition must take place).

If the transition s — s’ does take place at time ¢, the sys-

tem finds itself in state s at time ¢ +1:

X >L..

12l VYs€8,(5,5)€3,t=0... 3] ~-1. (8
We note that Eq. 8 together with Eq. 3 automatically ensure
that all other X» ,,; (5" # s") will take a value of zero in this
case.

For the mathematical model to describe the system behav-
ior in a unique and unambiguous manner, we must also de-
fine what happens if none of the transitions associated with
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the current state s of the system is triggered. In such a case,
the system state will often remain unaltered. However, more
generally, the intrinsic dynamic behavior of the system may
cause it to move to a different state. In any case, this state is
uniquely defined and is denoted by s*. The corresponding
intrinsic system transition can then be enforced through con-
straints of the following form:

E l-‘:s’r’

(s,she ],

XST,I-HZXM Vs e 8,!=0...3€—1.

)

We note that, if the system is in state s at time ¢ (i.e., X, =1)
and none of the transitions (s, s') € 3, takes place (i.e., L
=0, ¥s':(s,5') € 3,), then Eq. 9 forces
of one.

Binary Variable Encoding of Logical Conditions. As ex-
plained in the subsection on states and transitions, the occur-
rence of the transition from a state s to a state s’ at a time ¢
is determined by a logical condition expressed in terms of the
values of the variables x{, y{*) and/or the external inputs
u,. Furthermore, a formal description of logical conditions of
arbitrary complexity was introduced.

We now need to formulate mathematically the relationship
between the binary variable L, associated with the logical
condition and these continuous variable values. To this end,
we introduce auxiliary binary variables L, defined as:

ss't

X¢ 14y totake a value

1, if node k of the tree describing the logical
condition associated with the transition
Ly, = s — s’ is TRUE at time ¢,

0, otherwise,

We can then characterize these auxiliary variables depending
on the type of node that they correspond to.

Leaf Nodes. In this case, L xss'r Must take a value of one if
the value of the algebraic expression [{(x{, y{), u,) is
nonpositive, and zero otherwise. This can be achieved by the
constraints:

£[(,SS')L}(:S/1 +e< l§<SSI)(XSS)a yl(S)v u,) < ‘ul(,” )(1 - Lks:'l)’

Vk € LF(SS,’; S9(S7 S’) € 355 tv (10)

where £ and U**) are suitable lower and upper bounds
on I{(. ) and € a small positive tolerance. Note that if
I )( )<0, then L, must take a value of one in order not
to violate the first inequality in Eq. 10. Furthermore, if
I$9(-)> 0, then L, is forced to zero so as not to violate
the second inequality in Eq. 10.

Disjunctive Nodes. In this case, Lm , must take a value of
one if either of the two descendant nodes of node k has a
value of TRUE; otherwise, L,m, must be zero. This can be
achieved by the constraints:

Vol. 43, No. 4

Lkss’l =< L!efl(k).ss’l + Lrighl(k),ss’l'f
Vke DI s,(s,s')e3,t (11a)
Lyye = Licugiy g5t Vk € DI®,5,(s,s)€3,t (11b)

Lise: 2 Lgnirsvis Y€ DI 5.(s5,5)€3,1. (11c)

We note that if both I:,eﬂ&k)‘”,, and I:,igm(k)_ss«, are zero,
then Eq. 11a ensures that L ., is also zero while Egs. 11b
and 11c are nonconstraining. On the other hand, if either or
both of L,cmk) +; and Lngmm ¢, take a value of one, then
Egs. 11b and/or 1lc force L,m, to adopt a value of one,
while Eq. 11a becomes nonconstraining.

Conjunctive Nodes. In this case, L,m , must take a value
of one if both of the two descendent nodes of node k have a
value of TRUE; otherwise, I:,m,, must be zero. This can be
achieved by the constraints:

Lkw = Ll;fr(k) ss't + Lrlght(/\) ss't l*
Vke ¥, s,(s,s') € 3,t (12a)
i‘ks: S ngmk) OR VkeJ¥),5,(s,s')e 3.t (12b)
Lpswr < Lygnirasrn  VKECI®,5.(5,8) € 3,1, (120)

Vk,s,(s,5)€3,t.

We note that if both LAlemk,‘”v, and [‘right(k),sx’l are one, then
Eq. 12a ensures that I:m', is also one, while Egs. 12b and
12¢ are nonconstraining. On the other hand, if either or both
of f,,emk ,oye and liﬁgm(k)'”,, take a value of zero, then Egs.
12b and/or 12c force [A,,m , to adopt a value of zero, while
Eq. 12a becomes nonconstraining.

Negation Nodes. In this case, L,.¢, must take a value of
one if its descendant node has a value of FALSE; otherwise,
L sy, Must be zero. This can be achieved via the simple con-
straint:

Vk e NG®,5,(s,5)€ 3,1
(13)

Ly, + Ldesc(k).ss't =1,

The preceding constraints essentially determine the value
of the binary variable Lkm associated with node k of the
tree descnbmg the logical condition that triggers the transi-
tion s — s’. The binary variable L, that determines the truth
or otherwise of the entire logical expression is equal to the
variable L 4+ sr COTTESpONding to the root node k* of the tree.
It is worth mentioning that very often the logical expression
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triggering a transition is so simple that the corresponding tree
comprises a single leaf node. In such cases, there is, of course,
no need to introduce the auxiliary variables L,m , and con-
straints 10 can be written directly in terms of the variable
Ly, instead.

As an illustration of the preceding ideas, we list below
the constraints associated with the logical condition that trig-
gers the transition 1— 2 in the example of Figure 4. The
binary tree for this logical condition has already been shown
in Figure 3.

Node 1
LisysLyya,+Les,
Ll,z ¢ = L2,1 2.1
Ll 2,0 = L6 1,2,0¢
Node 2
LyiaitLlsiz, =1
Node 3
L312,>L412,+L512, 1
Lyyo,<Lyys,
Ly, <Ls;s,
Node 4
Ll te<xP-5<u(-L,,,,).
Node 5
Lho, +te<3-u<u-~L,,,).
Node 6

Lle, +e<10-xM<UU-Lg,,,).

where £ and U are appropriate constants.

System Condition Following a Transition. If a transition
from state s to state s’ takes place at time ¢, the conditions in
s’ at t+1 have to be calculated, based on the values of the
describing variables in s at ¢. This is done by enforcing the
equations 7(-)=0 at time ¢:

31(55')(1 - [4”.!1) = I(SS’)(xﬁi)I’yt(i)l’x(S) y(S)’ ul)

<u¢"MA-Ly,,), Vse$,(s,5)e,

t=0...3%~-1, (14)
where £ and U{*? are appropriate lower and upper
bounds on 7¢5(+), The preceding constraint simply ensures

that I¢)(-)=0 if L , =1, that is, if the transition s — s’
takes place at time ¢; otherwise, it is nonconstraining.
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For instance, in our example system, when transition 1 — 2
takes place, the initialization relationship x{¥, — x(V'=0
should be used to calculate the initial state of the system im-
mediately following the transition. This is ensured by Eq. 14,
which takes the following form:

£1(12)(1— 12¢ )<x(7) _xl(”S‘ul(lz)(l—LIZt)*

Note that when L, =1 (i.e., when such a transition takes
place), the initialization relationship is enforced, whereas
when L,,, =0 (i.e., when such a transition does not happen),
the preceding relationship is nonconstraining. Furthermore,
if L,5, =1, then Eq. 8 implies that X541 =1, which, by virtue
of Eq. 4, results in

2 2 2 L@ _
xD; = (x@ +5yP1x3, + D=0

¥ - Guy —5)=0.

We can therefore determine the values of the variables x{%,,
2 2
2y, and x{2,.

System outputs

The output variables, z,, of a hybrid model of the type
described in the subsection on states and transitions are gen-
erally defined through constraints of the form:

g(z,,u,,{Xst,x(S),yt(‘), s€8hH=0 (15)
h(z,u,, (X, x, 59, s€ 8D <0 (16)

that, given any values X, €{0,1}, x{? € X,
€ U, determine unique values for z,.

Output variables are particularly useful for building mod-
els of complex systems by connecting models of lower-level
subsystems through their corresponding input and output
variables. In this way, the potentially complex task of model-
ing a large system is hierarchically decomposed into a num-
ber of simpler modeling tasks considered in isolation.

From a mathematical standpoint, these connections may
be viewed as additional algebraic equations that can be incor-
porated in the overall mathematical model. These take the
form

yl(sje (y(S)’ u[

ul’ =z, an

where u{" are a subset of the input variables of subsystem I
and z{’> a subset of the output variables of subsystem J.

Consider, for instance, the system shown in Figure 5a com-
prising two storage tanks in series. If we view the output flow
rate, F°, as an output variable of the simple storage tank
model of Figure 1, we can construct the model for the system
in Figure 5a simply by coupling the models for the two tanks
view via the following equation (Figure 5b):

out,1 in,2
Feutl 4 pin2,
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(a)

anl Foutl < 0

Vl+ ml Fout1>0

out,] _ pin,2
i l ™ =F

Vtz + Ftin,Z _ Ftout,Z S 0

VE+ F™ — FM2 50

(b)

Figure 5. Storage tanks in series: (a) system; (b) mod-
eling representation.

Comments

Relation to Purely Continuous and Purely Discrete System
Models. The complete mathematical modei comprises Eqs.
3-17. It represents a general description of discrete /continu-
ous processing systems and encapsulates the special cases of
purely continuous and purely discrete systems. In the former
case, there is only one possible system state (s =1 with X, =
1, V¢) with continuous describing variables. In the latter case,
the differential and algebraic describing variables vanish be-
cause the X, variables are sufficient to describe completely
the current state of the system and the overall system is
equivalent to a finite automaton.

The proposed modeling framework bears much similarity
to the hybrid automata modeling framework mentioned ear-
lier. The model structure is essentially identical, the only dif-
ference being that, in our method, the description of the sys-
tem in each state and the logical conditions associated with
the transition may, in general, be complex systems of nonlin-
ear equations or complex logical expressions, as opposed to
the linear describing equations and simple logical relation-
ships of a hybrid automaton. However, the main difference is
that in our approach the abstract representation of a system
in terms of states and transitions is translated into a set of
equalities and inequalities expressed in terms of sets of bi-
nary and continuous variables in the discrete time domain.
This model completely describes the behavior of the system,
and can therefore be used as a basis for analysis and design
(e.g., simulation, verification, controller design, etc.) using
well-established mathematical tools for hybrid systems such
as mixed-integer programming techniques. The application of
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these ideas to the safety verification problem is presented in
the next section.

We also note that the describing Eqgs. 1 are the discrete
time analog of mixed systems of differential and algebraic
equations of the form

f(s)(i'(s), x(”, y(”, u(S)) =0

that describe the behavior of many processing systems in the
continuous time domain. In that context, x*)(¢), y¢)(¢), and
u(¢) represent the differential, algebraic, and system input
variables, respectively, while ¥’ are the time derivatives of
x. Although x®X¢) are often also called state variables
(especially in the control literature), we avoid this terminol-
ogy to prevent confusion with our concept of system state.
Exploitation of Common Variable and Equation Subsets. In
many systems of practical interest, sets of variables x'*, y®
and the sets of equations f*(:)=( describing two or more
states s may overlap to a considerable extent. This can be
exploited to reduce the size of the resulting model. Consider,
for instance, a set of states X(X < 8), and define the sets of
variables x and y that occur in all states s € X, that is,

xi<l= n {x(S)}
se X
yME n {y(”}.
se X

Now, if fI}(-)=0is a set of equations that are identical in
all states s € X and involve only variables x!<], yl“} and u,
then we can combine the constraints 4 for all s€ X into a
single constraint:

«B}”](l“ r Xst)5f‘”(xiill,xﬁ”,y,[“‘,u,)
se X

S‘UF‘(l— Y Xs,), t=0..3-1. (18

se X

Furthermore, for the special case where X = 8, Eq. 18 to-
gether with Eq. 3 imply the much simpler form:

FIBI(xL8] x[8) i8] 4 y=0, ¢=0...3 -1, (19
which is merely a mathematical statement of the fact that the
subset of equations f!3! holds irrespective of the current
state of the system.

Modeling of Systems with Widely Different Time Scales. In
many processing systems, there are large differences in the
time scales of operation of the constituent subsystems. For
instance, the reaction time of a digital controller is in the
range of 5-50 ms, whereas a small valve changes from open
to closed in 0.1 s, and larger valves may need up to 1 min for
these changes. On the other hand, the average human reac-
tion time is considered to be around 3 s. Although, in princi-
ple, it is possible for the models of all components to be writ-
ten on the same (shortest) time scale, this will have an ad-
verse impact on both the size of the model for the entire
system and the complexity of the modeling task.
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Figure 6. Components operating in different time
domains.

The modeling framework described earlier can easily be
extended to handle time domain separation where compo-
nents operating on different time scales are also modeled on
different time domains. Consider the case where two compo-
nents operate in two different discrete time domains, t; =0

. 3, and ¢,=0 ... &,, with the output of component 1
being an input of component 2. It is assumed that ¢, =0 and
t, = 0 correspond to the same instant in real-time terms, and
so do ¢, = JC, and ¢, = 3C, (see Figure 6). The model of each
of the two components can be written in its own time do-
main. Then, the simple connecting constraints, Eq. 17, that
ensure coordination between the two subsystems are re-
placed by

e 2) =
z _ul<t(6,/62)l’ t=0... 3, 0)

where 8, and 8, correspond to actual time steps for the two
components, respectively, and | x| denotes the largest integer
not exceeding x € R. This results in the input of component
2 being held constant over [ 8,/8,] consecutive intervals.

Safety Verification in the Discrete Time Domain
Basic concepts

According to the modeling framework described in the
previous section, the values of the binary variables X, deter-
mine the state, s € $, in which a system exists at any time, r.
The values of the variables, x{” and y‘9, then provide the
additional information needed to describe the system within
that state. On the other hand, the values of the input vari-
ables u, can be considered as degrees of freedom that vary
independently affecting the behavior of the system.

We now turn our attention to the problem of verifying the
safety of such systems. A process is usually deemed to be
“unsafe” when, under the effect of external disturbances, it
reaches certain undesirable states and the describing vari-
ables in those states take values within certain undesirable
regions. For example, the storage tank system of Figure 1
may be considered unsafe when it reaches either of the fol-
lowing undesirable situations:

1. The tank is in the nonempty state and the volume of
liquid in the tank exceeds a certain limit (overflow).

2. The tank is in the empty state (drainage).

In general, the space of possible dangerous conditions, F,
comprises a set of potentially unsafe states, $; C 8, and cer-
tain unsafe operating regimes within each of these states. The
latter are assumed to be hyperrectangles defined by given
lower and upper bounds (not necessarily finite) on the de-
scribing variables of the state concerned, or combinations
thereof:

AIChE Journal

NgO

L 14 L
U { U &9 5008 <x@ < xil, ol <y <9 ),
se 8 \k=1

F

where N§* is the number of unsafe variable ranges within
state s € 8. In this way, unsafe operating conditions within
each state can be defined as combinations of ranges of values
for the various process parameters (e.g., temperature greater
than 500 K and reactor holdup greater than 10 tons).

Similarly, the space of possible initial conditions for the
system, 9, can be defined as follows:

Nf:)

= —L -U 7 -
9= U U <x(s)’y(s)| Xis < xO <yl 0k <y < 'l’zl;} s
sE S, =1

where 8, C 8 is the set of possible initial states and N is
the number of initial variable ranges within state s € 8.

In principle, it could reasonably be argued that very few
processes are permanently and unconditionally safe. For the
purposes of this article, a process is characterized as inher-
ently safe with respect to a given space of disturbances, D,
and time horizon, JC. Here, D is a subset of the allowable
space of input variables, that is,

u€ HcU.

The safety verification problem is then stated as follows: Is
there a sequence of disturbances from within the space of
disturbances D that may lead the system from any initial
condition in 9 to any potentially unsafe condition in § within
the time horizon JC? This problem is illustrated schemati-
cally in Figure 7 for a simple system involving only one state
and two continuous describing variables x; and x,.

Possible dangerous conditions

7N
[ \

'
I " Path exists ?

/

Possible initial conditions

Figure 7. Representation of the safety verification
problem.

April 1997 Vol. 43, No. 4 1049



Mathematical formulation

Consider a dynamic system operating in a discrete time do-
main ¢ =0 ... JC. The dynamic model of the system com-
prises Egs. 3—17 and is therefore a set of algebraic equalities
and inequalities.

Initial System Condition. In assessing the safety of the sys-
tem, the only scenarios of interest are those in which the ini-
tial state is within the space of possible initjal conditions, d.
To account for this, we introduce binary variables ¢,, V s
81, I=1 ... N{, which take a value of 1 if the system is
initially in state s and its describing variables lie within initial
condition hyperrectangle /, and a value of 0 otherwise.

The system state will initially lie in one and only one of the
initial condition hyperrectangles. This is expressed by the fol-
lowing constraint:

NP
X Y L=, (21)
se SI I=1

which implies that exactly one of the {,, variables has a vaiue
of 1. We note that the initial condition hyperrectangles are
not necessarily disjoint. However, if the initial condition lies
within two or more overlapping hyperrectangles, then it is
not important which one of the corresponding £, variables
takes a value of 1 while the rest are set to 0.

Obviously, the system can initially lie in one of the N{®
initial condition hyperrectangles ! associated with state s (i.e.,
4y =1) only if it is in state s in the first place (i.e., X,, =1).
This is written mathematically in the following form:

N
Xz X Loy Vs€S,. 22)
1=1

Furthermore, if {; =1, the describing variables of the system
must lie within initial hyperrectangle /. This is enforced by
the following constraints:

NI(S) NI(S)

L U
Z glels Sx%)S)S Z gsIXIS’
=1 =1

vses,  (23)

N N

2Lty < X Ll

=1 =1

Vse §,. (24)

Note that when one (and, by virtue of Eq. 21, only one) of
the £, variables takes a value of one, Egs. 23 and 24 con-
strain the values of the system describing variables at =10
within the bounds of the corresponding initial condition hy-
perrectangles.

Unsafe System Conditions. We are interested in checking
whether the system enters any dangerous region at any time
during the time horizon considered. We therefore introduce
binary variables o, =0 ... 3C, which take a value of 1 if the
system is safe at time ¢, and a value of 0 otherwise. We also
introduce binary variables n,,, Vs€ 8, k=1 ... N¥, =0
... 3¢, which take a value of 1 if the system is in dangerous
state s and its describing variables lie within dangerous con-
dition hyperrectangle k at time ¢, and a value of 0 otherwise.

Vol. 43, No. 4

At any given time, ¢, the system is either safe or in (at
least) one of the dangerous condition hyperrectangles. Fur-
thermore, if 7, = 1, the system has to be in state s at time ¢
and its describing variables should lie within the bounds of
dangerous condition hyperrectangle k. The resulting con-
straints are very similar to Egs. 21-24:

Ng
CANDMED IR WES R 71 (25)
se 8§ k=1
N
X, 2 2 skt » Vs € 8.t (26)
k=1
N
o, £+ ¥ o xb < x0 <o, uP
k=1
N}“
+ Y M XE,  Vse 8t (2D
k=1
N

5} L () (s)
] ’G)(/ + Z nsktlpks <y= o'!(uYs
k=1

N

+ Y MW, VsE St (28)
k=1

where £, U and £, U are appropriate lower and
upper bounds on the describing variables x© and y'%,
respectively.

Minimum Safety Objective. In the worst-case situation
(which is the one we are interested in determining), the sys-
tem is unsafe for the maximum possible number of time steps
during the horizon. We therefore consider the following
objective function:

3
®=min ) o, (29)
t=0

subject to constraints 3~17 and 21-28 and
u,€ D, Ve (30)

Clearly, ® can only take integer values ranging between 0
and JC +1. If & = 3 +1, it is not possible for the system to
enter a dangerous state at any time during the horizon and
therefore it is intrinsically safe within the space of disturb-
ances considered. On the other hand, if & < 3C + 1, the solu-
tion will indicate one possible combination of

® An initial condition, X,,, x{”, Vs, and

® A sequence of disturbances «,, t=0 ... 3C~1
that leads to one of the identified dangerous conditions. In
fact, the solution will always determine the combination that
causes the system to remain unsafe for as many time steps as
possible.

Extension: Handling Unsafe Transitions. In some cases, un-
safe situations may be associated with a transition between
certain states taking place rather than the system being in a
given state. This can be accommodated within the formula-

AIChE Journal



Input transitions @ Output transitions

/

Intrinsic transition
s

@ Output transitions

Intrinsic transition
=
”
DU
Input transitiofts gsil‘es Output transitions
A
A
~

(a) (b

Intrinsic transition

Output transitions

Figure 8. Model modification to deal with persistent un-
safe states: (a) original representation; (b)
modified representation.

tion presented earlier if we define a set of unsafe transitions,
3r, and augment objective function 29 with the appropriate
transition variables:

3 3 _
® = min Z gy — Z Z Ly,
t

=0 =0 (s,sHe 3,

29"

It will be recalled (the subsection on the system model) that
the binary variable L, takes a value of one if transition
s — s takes place at time ¢, and is zero otherwise. Thus the
only way in which ® can have an optimal value of 3C +1 is if
none of the unsafe transitions (s,s') € 3 occur during the
horizon.

Extension: Handling Persistent Unsafe States. In certain
cases, a system is deemed to be unsafe if it stays in a given
state, s, for a minimum number, m, of consecutive time inter-
vals. This can be accommodated by modifying the modeling
representation for the system. In particular, we decompose
the state s into m substates s,, v=1 ... m, as shown in
Figure 8. The new substate s, inherits both the input and the
output transitions of the original state s. However, substates
s,,v=2 ... m inherit only the output transitions and hence
the system can enter state s only through substate s, but can
leave it from any one of its substates. Finally, substates s,
and s,, , are connected through intrinsic transitions that take
place if none of the other output transitions is triggered (cf.
constraints 9). The overall effect of this decomposition is that
the system reaches substate s,, in the modified model only if
it enters state s in the original model at a certain time, and
stays there for m consecutive time intervals. Therefore the
system safety can be verified by applying the verification pro-
cedure to the modified model and treating substate s,, as a
potentially unsafe state.

Hlustrative Examples

This section presents three simple examples of the applica-
tion of the safety verification procedure to a purely continu-
ous, a purely discrete, and a hybrid system, respectively. We
restrict our attention to linear systems for which the formula-
tion of the preceding section results in mixed integer linear
programming (MILP) optimization problems.
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Figure 9. Tank example.

Purely continuous systems

Within the modeling framework proposed in earlier sec-
tions, purely continuous systems are easily represented by a
single state with continuous describing variables. The contin-
uous differential and algebraic equations that are normally
used to describe the dynamic behavior of these systems in the
continuous time domain must be suitably discretized over the
time horizon of interest.

Consider, for example, the simple tank system depicted in
Figure 9. We identify the volume of liquid in the tank as the
variable describing the system state (J = x), and the feed flow
rate as a possible disturbance (F'* = u). The output flow rate
is assumed to be directly proportional to x. The equation
that describes the behavior of the system is the dynamic mass
balance:

i=u-—ax,
which can be discretized to give the following approximation:
x,—x,_1=(u,_;— ax,_;)As.

Here, we select a unit time step (A =1) and a time horizon
of 10 time steps.

The two potential dangers for this system are drainage and
overflow of the tank. These correspond to two regions in the
space of variable x as shown in Figure 9. The initial state of
the system is restricted to lie within a third region. Finally,
the disturbance variable, u, can take any value between a
lower and an upper bound:

0<u,<05.

Applying the safety verification formulation to this small
example results in an MILP optimization problem. The sotu-
tion of this problem depends on the value of the proportion-
ality constant, . When « is small (e.g., « = 0.05), meaning
that it is difficult to empty the tank, the disturbance that leads
to a dangerous condition in the least time (seven time steps)
is maximum input flow rate. On the other hand. when « is
large (e.g., a =0.15), meaning that it is easy to empty the
tank, the disturbance that leads most quickly (five time steps)
to a dangerous situation is minimum input flow rate. The
results for both cases are shown in Figures 10 and 11.

This simple model can be extended to cover a wider range
of disturbances (e.g., feed-pump failures). In any case, the
solution is straightforward because the system model is linear
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Figure 10. Volume of liquid over time for tank example.

and the resulting optimization problems are MILPs with the
number of binary variables depending on the number of time
intervals considered.

Purely discrete systems

Although the continuous part of a process is usually de-
scribed in terms of continuous variables, there is sometimes
the need for dynamic models of systems whose states only
have logical or symbolic, rather than numerical values. These
values change with the occurrence of events that may also be
described in nonnumerical terms.

These systems are also easily dealt with using the modeling
framework of the second section. In this case, the describing
variables, x and y, vanish, and the system states are com-
pletely defined through the X, variables. Furthermore, the
input variables, u, take binary values, indicating the occur-
rence or not of the corresponding external events. In this way,
the overall representation is completely equivalent to the fi-
nite state machine (FSM) formalism that has been used ex-

Input flowrate

050 - A N

_____

045 — 777
040 —
035 [—
030 (—
025 —
020 [— ]
015 [— -
010 |— —
005 [— -

o=0.15

Time steps
0.00 5.00 10.00

Figure 11. Disturbance over time for tank example.
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Figure 12. Burner example.

tensively in the past to describe the logical behavior of such
systems.

The remaining mathematical model now comprises con-
straints 3, 5-13 and 15-17.

Consider the simple combustion system illustrated in Fig-
ure 12. This example, which was first presented by Moon et
al. (1992), involves a burner connected to air and fuel sup-
plies and equipped with an igniter and a flame detector. The
five possible states of the system are:

State Description

Empty
Air/No Fuel

No Air/Fuel
Air/Fuel
Flame

[ N R O S

and the external inputs are:

Input Control Action/Disturbance

1 Switch Air Valve On (SAVON)
Switch Air Valve Off (SAVOFF)
Switch Fuel Valve On (SFVON)
Switch Fuel Valve Off (SFVOFF)
Ignite (IGN)

Failure To Ignite (FIGN)

Flame Disappears (FIOFF)

NN W

Each of the aforementioned events can occur unconditionally
at any time and will have the corresponding effect on the
behavior of the system.

The operation of this system can readily be modeled in the
manner discussed in the second section. In particular, we in-
troduce binary input variables u;, €{0,1}, i=1 ... 7 and vari-
ables X,, € {0,1}, s=1 ... 5 characterizing the state of the
system at any time ¢. The resulting representation (Figure 13)
is equivalent to an FSM and can be expressed mathematically
through the appropriate constraints.

A simple feedback control law that can be applied to this
system is the following:

If and only if the current state is Air/Fuel, then Ignite.
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Figure 13. Burner model.

A controller implementing the preceding law is shown in Fig-
ure 14. The controller alternates between two states that rep-
resent the ignition (Ign,, ,=1) and no-ignition (Ign,, ,=0)
situations, respectively, the transitions between them depend-
ing on the value of the input variable AF,. The burner and
controller subsystems are linked through their input and out-
put variables as shown in Figure 15. Thus, the input us, of
the burner subsystem is identified as the output of the con-
troller subsystem; in this case, this output is simply the state
of the controller. Similarly, the input AF, to the controller
subsystem is identified as the output of the burner, namely
whether or not the latter is in state Air/Fuel as determined
by the value of the variable X,,.

The initial state of the system is specified as Empty. States
Air/Fuel and NoAir/Fuel are deemed to be unsafe because
they correspond to situations where fuel accumulates in the
combustion chamber without being burned. The application
of the safety verification formulation to this problem identi-
fies the obvious unsafe sequence of events shown in Table 1.
It can be seen that, according to the control law, the igniter is
turned on when the system reaches state Air/Fuel, but the
disturbance Failure to Ignite prevents the system from leaving
this state. This clearly points out a deficiency of the control
law that needs to be corrected. This error in the controller
logic is the same as the one identified by Moon et al. (1992).

AFt:].

AFt=O

Figure 14. Feedback-controller model for burner.

AIChE Journal

Burner Feedback Controller

<r X 4= AF , JL
T3 >

¢ i)

Ug; = Ign t

Figure 15. Overall system model for burner example.

Hybrid discrete/continuous systems

The system considered in this example is depicted in Fig-
ure 16 and is taken from Chase et al. (1992). A constant lig-
uid flow rate, g, has to be redistributed using N tanks that
serve as intermediate inventories. The demand from tank i,
g;, is constant and the total demand is exactly equal to the
input flow rate:

The feed can be directed into only one tank at any given
time. The time required to switch the inlet flow from one
tank to another is assumed to be negligible.

A discrete controller is installed that measures the holdups
in the four tanks at discrete time instants and determines the
direction of the inlet stream accordingly. Measurements
(“sampling”) take place every At time units. The control ac-
tion is then determined instantancously and is held constant
over the next time interval of length At. The operation of the
controller is based on a set of rules that relate the control
action taken at ¢ to the system state that was observed at ¢
and possibly at previous time instances ¢ — At, f —2A¢, and
so on. It is very important that the control action be uniguely
dictated by these observations. The control rules typically de-
pend on a number of parameters, the values of which must
be determined before the controller is implemented on the
process.

In view of the preceding considerations, one possible dis-
crete control law for this system is the following:

o If the amount of liquid in tank i, is strictly less than a
prespecified amount, M™", then mark this tank as “requir-
ing feed.”

e Feed is directed to the highest priority tank that is
marked as “requiring feed.”

Table 1. Verification Results for Burner Example

Time Burner Control

Step State Action Disturbance
0 Empty Switch air valve on
1 Air/no fuel Switch fuel valve on
2 Air/fuel Ignition Failure to ignite
3 Air/fuel Ignition Failure to ignite
4 Air/fuel Ignition Failure to ignite
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Figure 16. Flow distribution system example.

e If no tank is marked as “requiring feed,” feed is directed
into the highest priority tank.

It is easily verified that this control law can be used to
determine a unique control action for any system state if the
following are given:

1. An ordered priority list for the tanks.

2. A set of values for the parameters M™",

The objective of the system is to satisfy all downstream
demands as much as possible, while at the same time pre-
venting any potentially unsafe situations. If the tanks are as-
sumed to be sufficiently large, overflow is not an issue and
the only requirement for the system to operate successfully is
that the tanks do not drain completely at any time during
operation. Thus “safety” here is synonymous with “availabil-
ity.” The only disturbance considered here is the initial con-
dition of the system, in other words, the amount of liquid in
each tank at the beginning of operation.

It is desirable to verify the ability of a given control system
to maintain availability within a given time horizon. It is worth
noting that the system exhibits inherent hybrid characteris-
tics, as the mass-balance equations take a different form de-
pending on whether the corresponding tank is empty or not.
Furthermore, the control law is also hybrid in nature, as it
involves discrete control actions (i.e., feed is directed to a
tank or not) that depend on values of continuous variables
(i.e., the amount of liquid in each tank).

The model of tank i is depicted in Figure 17. It comprises
the discretized dynamic mass balance equation for the liquid
in the tank and accounts for the fact that no output can be
drawn from an empty tank (cf. Figure 1). The model for the
discrete controller is shown in Figure 18. It comprises four
states that correspond to each of the four possible control
actions. The transitions between these states depend on the
relationship between the levels of liquid in the four tanks.
The four tank models and the controller model are then con-
nected through their corresponding input and output vari-
ables to form the overall system model (Figure 19).

zz +gin — Gbur <0

f> 2
l'm =1+ gy - QOUT

o+ gy — dhur > 0

Figure 17. Model for tank i in flow distribution system
example.
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Figure 18. Controller model for flow distribution system
example.

LM(x} < M™") OR [x, >M2"“")AND(\: > M™") AND
(x}= M'“‘“)] LM (x = M") AND (x, < Mypiny; LM (x

> M) AND (x >M"““) AND (x, <M"‘“‘) JALFEN
M’“'“) AND (x? >M mit) AND (x}= mm) AND (x* <
Mmm)

As noted before, safety in this case is synonymous with
availability and therefore the states corresponding to each of
the tanks being empty are deemed to be “unsafe.” Further-
more, the set of admissible initial conditions is restricted by
adding the following constraint to the formulation:

My=M*, Vi,
thereby guaranteeing a minimum initial inventory M* in each
tank.

The safety verification formulation of the third section can
now be applied to verify the performance of a given control
system. For example, if we consider the system described in
Table 2 and a value of M* =25 for the minimum initial
holdup, the result of the verification problem for a time hori-
zon of ten time steps is ® = 11. Therefore, there is no set of
admissible initial conditions that results in a tank being empty
at any time within the time horizon considered. If, however,
the value of the minimum initial holdup is changed to M* =
2.0, the solution of the safety verification problem is & =9,
indicating that there is a set of initial conditions against which
the performance of the control system is poor. The result is
that, twice within the time horizon considered, at least one
tank is unavailable.

Note that, in this case, the solution of the MILP problem
identifies the following “worst-case” set of initial conditions:

Tank 1 Tank 2 Tank 3 Tank 4
C on

Figure 19, Overall system model for flow distribution
system example.
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Table 2. Data for Flow Distribution System Example

Tank 1 2 3 4
Input flow, gt 3.00
Output flow, g;Ar . 125 1.00 050 0.25
Controller parameter, M™" 076 201 201 0.76

x(], = x(§ = x;} =2.00, x(3, =3.00.

Intuitively it could be argued that setting all initial holdups
to their minimum value (i.e., x} = xZ = x$ = x$ = 2.00) would
result in an even worse situation. However, it can be verified
that this choice results in exactly the same value for the ob-
jective function as that identified by the MILP. The solution
of the latter is therefore nonunique.

The evolution of the system state with time is shown in
Figure 20. The vertical arrows indicate the tank receiving the
input flow over each interval. We note that the first tank is
empty at t =4 and ¢ =9.

Safety Verification of a Batch Fertilizer Plant

In this section, the safety verification procedure is applied
to a larger case study on the verification of a batch fertilizer
production process, first reported by Probst and Powers
(1994). We begin by describing the process under investiga-
tion. Then the process model is described and the results of
the verification procedure for several cases are compared to
those presented by Probst and Powers (1994).

Process description

The processing system under investigation converts waste
from a magnesium plant into agricultural fertilizer prills. The

Tank holdup
5.00
——L_J——I—I Tank 1
+ e
0.00 : r + ; i 1 v et t
5.00
| ¢ Tank 2
1
0.00 —— r : T v T T
5.00
M Tank 3
0.00 ey T —
5.00
Tank 4
¥
0.00 T r T T T v T T v
0 5 10 Time step

Figure 20. Verification results for flow distribution
system example.

AIChE Journal

April 1997 Vol. 43, No. 4

Mg
CaO

M§0 e
v

Belt Conveyor 56

AL-DQ—\ D :] _Sulfuric
Main B Acid
———-[)(}——— urner
—-‘Pdw X }—— Mixer
Mixer GM Product
- et Storage
Belt Conveyor 57

Figure 21. Batch-fertilizer production process.

waste includes MgO, CaO, and nascent Mg. To obtain a fer-
tilizer containing MgO, CaO, MgSO,, CaSO,, Mg(OH),, and
Ca(OH),, the waste is sprayed with sulfuric acid. Figure 21
gives a diagram of the process. More detailed descriptions
can be found in Probst and Powers (1994), Probst (1996), and
Hackenberg (1995).

Material enters the system on a belt conveyor and is de-
posited into a weigh hopper. When the appropriate amount
of material has accumulated in the weigh hopper, its contents
are discharged into the mixer. There it is sprayed with sulfu-
ric acid, which causes the evolution of hydrogen gas. To pre-
vent an explosive mixture of hydrogen gas and air from form-
ing inside the mixer during the reaction, the evolving gas is
burned by a natural gas burner. The mixer has a moving pan,
impeller, and counterrotating inner shell driven by indepen-
dent motors. After the materials have been adequately mixed,
the fertilizer prills leave the mixer through a gate and are
taken to storage on a second belt conveyor.

Certain elements of the process are controlled bv a pro-
grammable logic controller (PLC) executing relay ladder logic
(RLL). These include the solenoid valve for the acid spray,
the moving parts of the mixer, the discharge gates for the
mixer and the weigh hopper, and the motors of the belt con-
veyors. Burner valves are controlled by a separate system. The
inputs to the controller are provided by sensors on the mo-
tors and gates, a level sensor in the weigh hopper, a flame
detector in the burner, and push buttons on a console.

Human interaction is necessary for operation. The human
operator follows an instruction list, starting and stopping
equipment items from the console when certain responses
from the process are observed {e.g., “stop belt conveyor 56 as
soon as the weigh hopper has dumped material into the
mixer”).

Process modeling

The models of the different components of the batch fertil-
izer production process were constructed according to the
modeling framework of the second section. Each component
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Figure 22. State-transition representation for the weigh hopper.

was modeled as a separate module, with its own state, input,
and output variables. The modules corresponding to the
mixer, the weigh hopper, and the timers are hybrid in nature,
involving both discrete and continuous variables. The plant
model was then constructed by connecting the different com-
ponent models through their input and output variables.

For instance, the belt conveyor module has a binary state
variable, motor, which is set to one if the input signal to start
the motor is received and to zero otherwise. Other inputs to
the model include a variable to indicate if there is a source of
material at one end of the conveyor and a variable to deter-
mine if the belt is slipping. The outputs are a motor sensor
(set to one when the motor is on), a zero speed sensor (set to
one when the motor is on and the belt is not slipping), and a
variable to indicate flow of material (set to one if the motor is
on, the belt is not slipping, and there is a source of material).

The weigh hopper module has a continuous variable repre-
senting the mass of material in the hopper. The correspond-
ing state transition representation is shown in Figure 22. Each
time the hopper receives the input signal feed, the mass vari-
able is increased by a specified amount. If the hopper re-
ceives the input signal exit, the mass variable is reset to zero.
Finally, if the hopper overflows, the value of the mass vari-
able remains constant. Output variables include a full signal
to the PLC (set to one if the mass of deposited material ex-
ceeds a certain threshold value), and a signal to indicate that
material exits the hopper (set to one if there is material de-
posited and the exit signal is received).

The operator is modeled as a finite automaton with a state
corresponding to each action in his instruction list. Logical
conditions imposed on the transitions determine if the opera-
tor executes the next action immediately or waits for a cer-
tain condition to be satisfied first.

In order to model the PLC controller, a transformation of
the RLL logic into closed form expressions was necessary. A
PLC controller scans the values of its input variables from
the process at any time ¢ and, based on these and the values
of its own internal variables, executes an iteration of the RLL
program, producing values for the output variables at time
t + &t. Since RLL rungs are evaluated sequentially during a
PLC scan, it usually takes a number of iterations before the
values of the output variables of a PLC reach the steady state
corresponding to the given values of the inputs. For instance,
consider the following logical expressions that correspond to
two consecutive rungs of the controller logic:

=G VA-y
Yy =iy Ny,
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where i}, i,, and i, are input variables, y is an internal PLC
variable, and u is an output variable. Primes are used to de-
note the updated variable values after the scan. Assume that
the values of the input variables are i, =i, =i;=1 and the
previous state of the internal and output variables is u =y =
0. After the first RLL scan, the values of the internal and
output variables will be u =y = 1. It takes another RLL scan
before these values reach their steady state values of u =0
and y=1.

Since the controller is normally very fast compared to all
other process elements, it is justified to assume that 8¢ is
small compared to the time steps corresponding to the other
components i in the system (85, - << §). It is then possible to
simplify the model of the process considerably if we trans-
form the RLL logic into a set of closed form expressions for
the output variables in terms of the input and internal vari-
ables. In this way, the controller does not need a separate
time scale and the model size is decreased considerably. An
algorithm to perform this transformation for RLL logic of
arbitrary complexity is presented by Hackenberg (1995) and
was applied to construct the model of the PLC controller of
the process under investigation. For the small example used
earlier, the application of the steady-state aggregation algo-
rithm to the original RLL expression results in the following
explicit steady-state expressions:

=0 A=i))V
(i, A =iV
WA=y A=i)V
(uA-yA-iy
Y =1i,Ais,

which are completely equivalent to the original expressions.
It can easily be verified that they reach the same steady state
for any combination of input variable values and in only one
RLL scan.

Safety verification results

The obvious initial condition for the verification problem is
that of a shutdown plant. However, if this is the only possible
initial condition, the time horizon for every model to be
checked has to be big enough for the process cycle to reach
its end. Otherwise, errors occurring at the later stages of op-
eration may not be identified, as the plant cannot reach these
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stages within the time horizon considered. On the other hand,
longer time horizons resuit in larger optimization problems,
the solution of which is computationally expensive or even
intractable.

In order to overcome this difficulty, the base-case model
can be used to capture ‘“snapshots” of the plant operating
normally at a number of instants within the time horizon,
namely, at ¢t =10, ¢ = 20, ¢ = 30, and ¢ = 40. A set of possible
initial conditions can then be generated, corresponding to
different stages in the operation of the plant. This set defines
the space 9 of possible initial conditions in our safety verifi-
cation formulation (subsection on the mathematical formula-
tion). By automatically choosing one of these initial condi-
tions, the algorithm will have the ability to examine events
happening at the later stages of the process using shorter time
horizons.

For the purposes of safety verification, the set of unsafe
(or otherwise undesirable) conditions comprised the follow-
ing situations:

1. A gate receives signals to open and close at the same
time.

2. The weigh hopper overflows.

3. The acid spray is on but there is no material in the mixer.

4. There is material in the mixer and at least one of the
mixer components is not working properly.

5. The main gas valve is open but no flame exists.

6. There is material in the mixer but no flame exists.

Several different models of the fertilizer plant were checked
against these specifications. In all these models, the system
components were divided into two sets: a “slow” set compris-
ing the weigh hopper, the operator, and both gates, and a
“fast” set comprising the rest of the components (i.e., the belt
conveyors, the burner, the mixer, and the PLC controller).
The time step ratio, 8,/8,, was set to a value of 2, that is, a
time step for the slow components is equivalent to two time
steps for the fast components. All the resulting MILP prob-
lems were solved using the IBM/OSL (IBM, 1992) code. The
most interesting results are summarized in Table 3.

Model Without Failure Modes—- Base. A base model with
no failure modes was first examined to detect any serious
errors in the RLL program and/or the instructions to the
operator. This model had no degrees of freedom except for
the variable again that determines whether a second batch is
to be carried out or not. The solution indicates that the plant
operates without violating any of the specifications.

Model With a Single Belt Conveyor Sensor Failure— Con-
sensor. Here failure modes were introduced for the motors
and zero speed sensors of the belt conveyors. The new mod-
els for the sensors involve two additional variables, indicating
whether the sensor fails high or low, respectively. Only one of
these conditions may be true at any one time. If a sensor fails
high, its output signal is set to high regardless of its real value.
The opposite happens if the sensor fails low. It was assumed
that no corrective action is taken and thus, once a sensor fails
high or low, it remains in that state until the end of the time
horizon. Furthermore, a constraint was added to restrict the
maximum number of failed sensors at any given time to one.

The solution identifies a combination of events that lead to
the occurrence of unsafe condition 6 at ¢ = 25. This happens
because the zero speed switch on belt conveyor 57 fails low at
t=22. As a result, the burner is switched off (the signal to
start the burner is latched to the zero speed switch). How-
ever, due to the dynamics of the burner, the flame is not
extinguished until ¢ = 26. Thus, at ¢ = 24, the PLC is still un-
aware of any problems with the burner and opens the hopper
gate, which results is material being dumped into the mixer
and sprayed with acid while there is no flame.

Even though this situation is very improbable (the con-
veyor sensor has to fail low at exactly the time that the PLC
checks the flame detector), it illustrates a major advantage of
using detailed, timed models for the system under investiga-
tion. Probst and Powers (1994) used untimed, finite state
models, in which such a situation cannot arise and therefore
concluded that the system is safe.

Model With a Single Gate Sensor Failure— Gatsensor. In
this case, the gate model is modified in a similar way to the
conveyor model and failure modes are introduced for the gate
limit switches. Only one limit switch on either the mixer or
the weigh hopper gate is allowed to fail high or low.

The solution indicates that unsafe condition 3 may occur at
t =27. The reason is that, at ¢ =22, the weigh hopper gate
open limit switch fails high. The PLC, under the impression
that the gate is open and material has been dumped into the
mixer, energizes the acid-spray delay timer and, after a while,
acid is sprayed into the empty mixer. In the meantime, as the
closed limit switch signals (correctly) that the gate is closed,
no attempt is made to either open or close the gate and the
material stays in the hopper indefinitely.

We can also exclude this unsafe condition and solve the
problem again to determine if there are any other problems

Table 3. Safety Verification Results for Batch Fertilizer Plant

Time I%g;;f;:d Corrf:i;:gl;dmg Computational Statistics

Time Horizon Situation Condition™* NC** INA'Al BV CPUs#
Base 60 — 0 28,615 12,800 581 217
Consensor 20 6 10 12,042 4,840 370 1,290
Gatsensor 30 3 0 15,924 6,835 425 86
30 1 0 15,924 6,835 425 118

Idle 20 — 0 9,916 4,442 213 93
Neglect 25 4 20 12,240 5,468 261 231
25 3 20 12,240 5,468 261 214

*This indicates the time along the “normal” operation trajectory that was chosen as the beginning of the time horizon by the MILP safety-verification

procedure.
**Number of constraints.
"Number of variables.
""Number of binary variables.
*CPU seconds on a Sun Ultra workstation.
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that may arise. Indeed, the solution of this second problem
shows that the plant reaches another unsafe situation at ¢ =
23. This time, unsafe condition 1 is reached because the weigh
hopper gate receives a close and an open signal at the same
time. This happens because, at ¢ = 20, the closed gate limit
switch fails low. Consequently, the PLC assumes that the gate
is open and sends the close signal. Meanwhile, the hopper is
filling and, when it becomes full, the PLC sends an open sig-
nal. This example of undesirable behavior was also identified
by Probst and Powers (1994).

Both these faults are a result of a design flaw in the RLL
logic. The PLC uses the signals from the open and close limit
switches independently and without cross-checking. A cross-
check should be implemented and any conflicting signals from
the limit switches should be reported to the operator as well
as trigger an emergency procedure.

Model With Operator Idling— Idle. Here, an extra vari-
able, idle, is added to the operator model to represent the
possibility of the operator idling between states. Assume that
the finite automaton that represents the operator’s behavior
is in state s and the logical condition for the transition to
state s’ is satisifed. If the idle variable is true, the transition
takes place as before. If, however, it is true, the transition
does not take place and the operator remains in the same
state instead.

This situation may arise very frequently and the model can
be used to check if any of the actions taken by the operator
are time-critical, any delay in their execution leading to un-
desirable situations. The solution indicates that this is not the
case and the system will not reach a dangerous situation as a
result of these delays.

Model With Operator Neglecting Actions— Neglect. In the
previous model, it was possible for the operator to remain
idle but the actions corresponding to each state were still ex-
ecuted, sooner or later. In this model, an extra variable, #ne-
glect, is introduced in the operator model to represent the
possibility of the operator not executing the required actions.

The solution indicates that unsafe condition 4 may arise at
t =41 if the operator neglects to press the stop button for
conveyor 56 but chooses to shutdown the process after the
first batch. In this case, the weigh hopper will fill again and,
after the first batch is complete, material will be discharged
into the mixer. However, by then the operator will have shut
down the mixer components and therefore material will be in
the mixer without its components working.

Another sequence of events gives rise to unsafe condition 3
at ¢ =35. The acid spray does not stop automatically when
the mixer gate opens but has to be shut down manually. Thus,
if the operator neglects to take action, acid will be sprayed
into the empty mixer.

Both situations should be considered carefully. If it is
judged that they pose a significant threat to the process, then
the controller logic should be modified to perform automati-
cally some of the tasks that now have to be performed manu-
ally.

As expected, with the exception of model consensor, the
results are similar to those of Probst and Powers (1994), be-
cause the system models used are very similar. However, since
the hybrid characteristics of the process are explicitly ac-
counted for, the state explosion problem is avoided. (The state
explosion problem in purely discrete systems is either caused
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by the sheer complexity of the system at hand or by the fact
that attempts are made to model continuous subsystems by
discretizing the continuous variables. Naturally, a hybrid
methodology can only address the second case. Purely dis-
crete subsystems may still require a model comprising a large
number of states, but this will be due to their complexity and
not an approximation.) This becomes more obvious when the
continuous characteristics of a process become more signifi-
cant. Furthermore, the addition of more degrees of freedom
in the model has only a minor effect in the computational
difficulty involved. In fact, due to the nature of the branch-
and-bound algorithm used for solving the MILP problems, it
is easier to detect a potentially unsafe situation for a system
with many degrees of freedom than it is to verify that no such
situations exist.

Concluding Remarks

A mathematical programming approach to the problem of
safety verification in general processing systems operating in
the discrete time domain has been presented. The proposed
approach is based on a mathematical description of the
process and is able to identify in a quantitative fashion the
possible hazards together with their exact causes and conse-
quences. Additionally, it can readily be applied to systems
comprising multiple equipment items, taking account of any
propagation of disturbance effects that might occur.

A general modeling framework was also described that can
be used to build the mathematical system models required
for the application of the safety verification procedure in a
consistent way. The framework can be applied to purely dis-
crete and purely continuous systems. However, it is worth
emphasizing that such systems are only a special case of the
discrete time systems considered in this article, which can
have both discrete and continuous characteristics. In reality,
most systems of interest to process engineering are likely to
exhibit this hybrid nature. Model complexity is tackled by the
ability to decompose hierarchically the structure of a system
into a set of connected components, each of which is simpler
to model.

One interesting question faced by the approach advocated
here is the selection of an appropriate length of the time
horizon to be considered. In general, if for a given time hori-
zon, a system is found to be unsafe, then this provides an
unambiguous indication that remedial actions may have to be
taken. However, if the system is determined to be “safe,” then
it is unclear whether it will be safe for arbitrarily long periods
of operation. In practice, it could be argued that few physical
systems are permanently safe: given sufficient time, even
minute disturbances may have a cumulatively dangerous out-
come. Thus, a “permanent safety” requirement may be too
stringent. A more realistic demand is that the system be safe
for long enough to allow potential dangers to be detected
and averted. In the context of the formulations presented,
provided that the system is inspected at least as frequently as
the time horizon 3C and is found to be within the space of
allowable initial conditions 9, then it can be guaranteed to
be safe until at least the time of the next inspection.

The effective application of our method requires an accu-
rate dynamic mode} of the process. Fortunately, such models
are increasingly becoming available even at the design stage
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of chemical processes, already being used for a variety of other
purposes such as control system design, and startup and shut-
down studies. It is interesting to note that, when the values of
certain model parameters (e.g., kinetic constants, heats of re-
action, etc.) are not known exactly, one can view these pa-
rameters as “disturbances,” that is, additional sources of un-
certainty that can vary independently, affecting the behavior
of the system. In this case, the safety verification formulation
will determine, in addition to the worst-case set of inputs, the
worst-case set of values for these parameters that drive the
system to an unsafe situation. The results can be valuable, for
example, in deciding whether or not additional effort should
be directed toward determining more accurate values for
these parameters.

In addition to the mathematical models, the approach still
requires significant engineering input. In particular, the space
of possible disturbances must be identified and judgments
must be made as to the operating regimes that are deemed to
be unsafe. Overall the new method complements rather than
replaces more traditional approaches. This is particularly im-
portant for systems described by nonconvex models. In prin-
ciple, the application of local optimization techniques in these
situations may result in some unsafe situations remaining un-
detected.

A key feature of our approach is the formulation of the
safety verification problem as a mixed integer optimization
problem. The latter may involve hundreds or even thousands
of binary variables and, therefore, its solution is by no means
a trivial task. On the other hand, as illustrated by the case
study of the preceding section, it is possible to solve problems
of practical significance yielding useful, nontrivial results us-
ing currently available software and hardware. Perhaps a
more serious problem is posed by the existence of nonlineari-
ties and nonconvexities in process models. Although the for-
mulation proposed in this article is entirely general, its solu-
tion for nonlinear problems could be problematic—indeed,
all examples presented here were linear.

Current research effort is directed toward integrating our
model-based approach with a qualitative knowledge-based
approach (Srinivasan et al., 1997). The broad details of a par-

ticular hazardous scenario are extracted by inexpensive quali--

tative analyses. A detailed quantitative analysis is then per-
formed if needed and only on those parts of the plant identi-
fied by the qualitative analysis to contribute to the hazard.

Finally, an interesting feature of the approach is that the
quantitative information obtained from the safety verification
step can be used to modify the design of the process and/or
the associated controller so that it is able to deal with the
considered disturbances. Some work in this direction is al-
ready under way (Dimitriadis et al., 1995).
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